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Abstract

Microsoft® Windows® Services for UNIX (SFU) version 3.5 provides a full range of supported and fully integrated cross-platform network services geared toward enterprise customers needing to inter-operate between Microsoft Windows and UNIX-based environments. It allows enterprise customers seamless access to information stored in multiple platforms, consolidates network management across platforms, and reuses UNIX applications and scripts on Windows. 

This paper provides an overview of the changes in SFU 3.5 from earlier versions, including the fully integrated Interix technology of Windows Services for UNIX.
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Introduction



Since its introduction in 1999, Microsoft® Windows® Services for UNIX (SFU) has played a major role for those of us trying to make Windows and UNIX networks co-exist peacefully. The initial version brought together several different products into a loosely coupled package. Version 2.0 of SFU extended and substantially improved the Network File System (NFS) support, adding the Gateway for NFS and revamping the authentication and integration with Windows, while providing a more fully integrated product. 

With the release of version 3.0 in May, 2002, Microsoft replaced the utility and shell emulation layer of previous versions with Interix technology. Interix is a full application execution subsystem that lets you compile and natively run UNIX programs and scripts on Microsoft Windows Server 2003, Windows XP Professional, or Windows 2000. Interix includes a full set of UNIX utilities and shells, support for a single rooted filesystem, and a software development kit (SDK) for porting applications. By running as a native subsystem on Windows, Interix provides a significant improvement in throughput and stability over an emulation layer.
With version 3.5 of SFU, Microsoft has extended the Interix SDK to support threaded applications while updating both the utilities and APIs to improve support for Internationalization. NFS support has been extended as well to improve authentication in native Windows Server 2003 Active Directory® environments. Microsoft has made a substantial investment in improving performance of SFU. The Interix subsystem shows improvements in all aspects of performance—ranging from 30% improvements in fork and exec performance, to 75% in pipe bandwidth, to more than 100% in file I/O, and more than 150% in fstat latency. File I/O is now within 10% of the Win32 subsystem. Additional improvements in multiprocessor scalability have also been realized, resulting in a roughly 50% improvement in Apache performance with Interix on an 8-way system. There have been substantial performance improvements in the Server for NFS and Server for NIS components of SFU as well. 
Microsoft designed SFU 3.5 to work with a broad range of UNIX and Linux platforms, using industry standard protocols and utilities. It has been explicitly tested for interoperability with Solaris 7 and 8, HP-UX 11i, AIX 5L 5.2, and Red Hat Linux 8.0. SFU 3.5 runs on Windows 2000 (Professional and Server versions), Windows XP Professional, and all Windows Server 2003 versions.
New SFU 3.5 Features 
SFU 3.5 adds significant new features and enhancements and represents a major shift in how interoperability of scripts and programs is accomplished. Table 1 summarizes the major new features in Windows SFU 3.5 since SFU 2.0.
Table 1. New and Enhanced SFU 3.5 Features 
	Feature
	Description

	NFS Client 
	Supports sticky/setuid/setgid bits

	
	Support for symbolic links

	
	Performance improvements

	
	Internationalization: additional language options

	NFS Server
	Significant performance enhancements

	
	Support for active-active clustering of Network File System (NFS) shares

	
	Support for setuid, setgid, sticky bits 

	
	Per-share handing of root and anonymous access

	
	Improved model for mapping permissions between Windows and UNIX

	
	Internationalization improvements

	SFU3.5
	Support for Windows Server 2003 Volume Shadow Copies

	SFU3.5
	Simplified and enhanced authentication in Windows Server 2003 Active Directory environments

	NFS Gateway
	Internationalization improvements

	Mapping Server
	Cluster-enabled mapping server

	
	Performance, security and scalability improvements

	
	Support for redundant mapping servers

	
	Internationalization improvements

	Server for NIS
	Support for MD5 encryption

	
	Scalability and performance improvements

	
	Numerous usability and administration improvements

	Password Sync
	New support for setting passwords using Pluggable Authentication Model on UNIX. 

	Telnet Server
	Security and scalability improvements

	
	IPv6 support

	
	Dumb terminal support (handhelds)

	Telnet Client
	IPv6 support

	
	Internationalization 

	Interix and the Interix SDK
	All new to SFUv3.

	
	Improved throughput and stability

	
	Single rooted filesystem

	SFU3.5
	Utility updates for Internationalization

	SFU3.5
	pthreads support in SDK

	SFU3.5
	API support for Internationalization


We’ll take a look at each of the major areas and the enhancements added since SFU 2.0, and then focus on the major change—the integration of the Interix subsystem.


NFS Support

The three NFS portions of SFU—Server for NFS, Client for NFS, and Gateway for NFS—have all received significant enhancements for this release, especially in the areas of performance and internationalization. All three products now support the following character code sets for filename translation only:
1. ANSI
2. EUC-JP/eucJP 

3. SJIS/windows-932

4. EUC-KR
5. EUC-TW

6. GB2312-80 

7. KSC5601 

8. BIG5
Server for NFS

In SFU 3.5, Microsoft has done much to improve the overall performance of the Server for NFS, both by enhancing the performance of individual servers and by making Server for NFS cluster-aware. Overall performance gains since SFUv2 on the order of 50% have been realized on comparable hardware. 

Windows Server 2003 Support

SFU 3.5 includes support for new Windows Server 2003 features, including Volume Shadow Copies. With Server for NFS, snapshot copies of shared files and folders as they existed at the time of the snapshot are accessible in hidden directories as read only files, allowing recovery to a point in time. 
When run in a native Windows Server 2003 Active Directory context, Server for NFS uses Protocol Transition to authentic domain users, eliminating the need for installing the Server for NFS Authentication component on all domain controllers. 
Cluster Aware

The NFS Service is now fully cluster-aware, supporting active-active NFS sharing. Additionally, an existing, non-clustered NFS share can be upgraded to a cluster NFS share resource.

Dynamic Registry

One significant improvement in SFU 3.5 is that many changes to performance-related registry keys are dynamically recognized. With this enhancement, network administrators can easily try out many kinds of changes without having to reboot, making performance tuning under real-world conditions practical.

Permissions Translation Between Windows and UNIX

The translation of Windows permissions into UNIX permissions on NFS shares has been significantly improved while still using the Windows NT access control entries (ACEs) and maintaining consistency with the security models of Windows 2000 and Windows Server 2003. 
Other

In addition to the performance enhancements for Server for NFS, Microsoft has improved the administration and functionality by providing support for setuid/setgid/sticky bits, improved translation of Windows file permissions, per-share properties, and support for International encoding in filename translation. With the 3.5 release, SFU supports only NTFS and CDFS file systems. 
Client for NFS
SFU 3.5 implements several incremental but important changes in Client for NFS, making the client both faster and better behaved in mixed environments. These improvements include the ability to set setuid/gid/sticky bits and create symbolic links, both important functionality additions. Additionally, the mount and file system traversal syntax expected by UNIX and Linux users is fully supported and integrated into SFU. 

To improve performance, Client for NFS now uses directory caching at the client, significantly improving the perception of speed by the end user. The mount command now provides for a case-sensitivity option to improve overall performance against UNIX shares. 

This version of Client for NFS also improves support for international character sets, including updating the mount command and providing support for Japanese, Korean and Chinese character sets. 

Gateway for NFS

Gateway for NFS has also had incremental improvements, including enhancements to both the command line and GUI administrative tools; Japanese, Korean, and Chinese character set support; and improvements in support for clustering. Administrators can also now set default file permissions for new NFS files. 

User Name Mapping Server

The User Name Mapping Server is now cluster-enabled, making it highly available. Also, several performance enhancements have significantly improved the scalability of the User Name Mapping Server. The number of groups that an individual user can belong to is now set dynamically instead of being a hard-coded, maximum limit. Also, the User Name Mapping Server now supports user names with non-ASCII characters and is fully supported by the Interix subsystem when accessing NFS mounted file systems.
A significant improvement for User Name Mapping server is the support for a redundant pool of User Name Mapping Servers, eliminating the single point of failure and allowing clients to fail over to the first available mapping server. Additionally, the User Name Mapping Server supports the .maphost file, allowing administrators to implement security based on the trusted hosts model.

Administration

There have been a number of changes to the SFU administrative interface to improve both the command line and the GUI administration, including support for clustering (GUI only), additional character sets, filename character translation, per-share configuration settings, and wildcards in the last octet of the IP address for NFS client groups administration. The collective impact of these changes is to significantly improve the overall ease and effectiveness of administration.

Server for NIS and Password Sync

There have been several improvements in the overall management of UNIX and Windows accounts in SFU 3.5, many of them as a direct result of user requests. These include improved logging, debugging, and support for creating users with a UID of less than 100. Also, to improve overall security, Server for NIS and password synchronization now both support the use of MD5 encryption of passwords, significantly improving security and integration with existing NIS environments and making it easier to move from the inherently insecure environment of PCNFS to using NIS for authentication of NFS file system access.

Additionally, with the performance enhancements in SFU 3.5, Server for NIS can handle up to 64,000 users. Migration times have also been substantially improved, with data migration times now roughly 40% of what they were with SFU 3.0.
For those implementing password synchronization on platforms not included with the SFU distribution, the encryption libraries are now included, along with all the source code, greatly simplifying compilation and implementation.

Telnet

In SFU 3.5, Microsoft enhanced both the Telnet client and server to support IPv6 and additional international character sets. In addition, Microsoft addressed a number of security issues, including zone checking before the issuing of NTLM credentials to prevent the use of NTLM outside of the trusted zone. 

There have also been significant scalability improvements to the Telnet server, allowing more simultaneous sessions and users than in previous versions. Two separate Telnet servers are provided—a Windows Telnet server that runs as a Windows service and the telnetd server which runs as part of the Interix subsystem. 
The Windows-based Telnet server replaces the one included with Windows 2000 and uses the Windows command line shell CMD.EXE as the default shell. In Windows XP and Windows Server 2003, the included Telnet server is not replaced, but additional administrative capabilities are provided through the SFU Administration application. 

When the Interix telnetd is enabled (via /etc/inetd.conf), an Interix shell is used instead of the Windows shell. And as both Telnet servers will, by default, listen on the same port, the Windows Telnet service must be disabled before the telnetd daemon is enabled.
Interix

The single biggest change in SFU since version 2.0 is the replacement of the MKS‑derived KornShell and utilities with the Interix environment that includes a full suite of UNIX utilities and the Interix SDK. The earlier shell and utilities were simply emulation layers running on top of the Windows shell (similar to Cygwin). With the integration of the Interix technology, SFU gives UNIX developers and administrators a high performance, high throughput, and stable application execution environment to run UNIX applications and scripts. 

In SFU 3.5 the Interix SDK has been enhanced to support multi-threaded applications with the addition of a full set of pthread APIs. Pthreads are POSIX-compliant threads, a standards-based mechanism for providing concurrent code execution in a single program. The Interix SDK includes nearly 100 new APIs, those beginning with “pthread” and “sem” in the /usr/include/pthread.h header file, that support pthreads and semaphores.
New support for multi-byte characters has been added to many utilities as well as new APIs to support multi-byte characters in the SDK. Multi-byte character support, originally added for the Japanese version of SFU 3.0, is now integrated into a single, world-ready version 3.5 that supports additional locales, the use of localdef(1)to create user-defined locales, and double-byte character strings.  Also, the X Window System libraries have been updated to X11R6.6.
The Interix subsystem performance has been tuned in SFU 3.5 to substantially improve overall throughput and performance, with substantial improvements in all areas of the subsystem. These improvements include:

· 30% improvements in combined  fork and exec performance
· 75% in pipe bandwidth
· More than 100% in file I/O
· More than 150% in fstat latency
File I/O is now within 10% of the Win32 subsystem. Additional improvements in multiprocessor scalability have also been realized, resulting in a roughly 50% improvement in Interix’s Apache performance against high numbers of concurrent connections on an 8-way system.

A Full Subsystem, Not an Emulation

The Interix environment, unlike the KornShell and utilities provided in early versions of SFU, is a fully integrated, robust, high performance, UNIX environment, SDK, and subsystem that runs natively under Windows Server 2003, Windows XP, and Windows 2000. This environment provides complete support for compiling and running UNIX applications on Windows, allowing enterprises to leverage their existing custom applications. It provides UNIX developers with a UNIX execution environment that includes full support for more than 2,000 UNIX APIs and over 300 UNIX utilities. Further, scripts written to run under UNIX transfer to Interix easily and naturally. 

Scripting

The Interix subsystem includes both Korn and C shell environments, more than 300 UNIX utilities, and Perl 5.6.1 compiled under Interix. These give UNIX developers and administrators the broadest, most familiar, and most compatible scripting environment possible. The utilities include awk, grep, sed, tr, cut, tar, cpio, and a host of others, all of which work exactly as the UNIX administrator or programmer expects. Plus, with a single rooted filesystem, utilities and configuration files are in the standard UNIX locations. 
Shells

Both Korn and C shells are available in the Interix subsystem, and both behave exactly as they do in a UNIX environment. Unlike the KornShell provided in earlier versions of Windows Services for UNIX, both shells use a single rooted file system. The need to convert scripts to support drive letter syntax is gone. For example, in previous versions of SFU, the fully qualified path to a user’s build.ksh script in their personal bin directory would be:

U:/bin/build.ksh

while a script that needed to parse the hosts file might have been looking at:

C:/Windows/system32/drivers/etc/hosts

In SFU 3.5, using the Interix subsystem, that build script would be located at:

/dev/fs/U/bin/build.ksh

while the hosts file would be exactly where you would expect it to be:

/etc/hosts

This change alone makes it far easier to port scripts from UNIX to Windows for two important reasons. Not only is the there a single rooted filesystem, as in UNIX, but also the colon character retains its normal meaning as a field separator in PATH variables, etc. 

Another important difference is that the special files that control the shells behavior are the same names under Interix as they are in UNIX. This makes it easy for users to maintain a single .profile and .kshrc (or .login and .cshrc for C shell users) across multiple environments, and it even allows users to use Client for NFS to make their home directory reside on an NFS shared directory across a mixed Windows and UNIX network. 

For UNIX, and especially Linux, administrators more comfortable with the bash shell, a current version compiled for SFU, is available from the Interop Systems Tools Warehouse. 
Programming Languages

The included Interix technology gives SFU a familiar and compatible scripting and programming environment with support for multiple languages and libraries. These include Perl, C, fortran77, and C++. SFU 3.5 provides updated versions of the GNU programming languages and tools, optimized for SFU, as part of the GNU SDK.

Tools and Utilities

All the standard UNIX tools and utilities are part of SFU–there’s no need to purchase an add-on package from a third party to get the tools you expect and need to get your work done. All the familiar tools are available and work exactly as the UNIX administrator would expect. The utilities include familiar text processing tools, such as grep, less, awk, sed, pr, tr, etc.; batch processing tools such as at, cron and batch; as well as job control tools such as ps, nice, and kill; graphic utilities such as xterm, xrdb, xset and xclock; development tools such gcc, gdb, make, and connectivity tools such as bind, sendmail and ftp. They’re all there, and they work exactly as you would expect. Even man is just the same as it’s always been. 

Additional Open Source tools are now available from www.interopsystems.com/tools, including OpenSSH and OpenSSL, bash, gmake, awk, pkg-config, free TDS, CVS, bzip and dozens of others in an expanding list.
Programming

Interix not only provides a full set of APIs, compilers, and utilities for creating and migrating UNIX applications, but it also provides a complete environment that behaves exactly as UNIX applications expect. This makes it not only possible but also relatively easy to port an existing UNIX application to run under Interix. 

In SFU v3.5, more than a hundred new APIs are introduced to support pthread applications and wide character strings. 
Symbolic Links

Another important addition to Interix in SFU is support for symbolic links. Symbolic links allow you to easily manage file locations to place files and directories where you want them while maintaining access to them in their "standard" location, even when crossing file system boundaries. So, on my main workstation, I have a symbolic link between /usr/local/bin and the bin directory on my home directory. 

ln –s /dev/fs/U/bin /usr/local/bin

This allows me to keep a central binary directory for several machines.

Another use I make of symbolic links is to provide a more Windows-centric access to various drive letters. I create symbolic links that allows me to access these drives with a simple "/c" or "/C" instead of "/dev/fs/C". 

Differences with Earlier Versions of Interix

Interix has always provided an extremely familiar look and feel to the UNIX user moving to it but traditionally was less forgiving of the expectations of the native Windows user. In earlier versions of Interix, for example, strict case sensitivity was enforced, making it difficult for the script writer who could not be sure about the exact case of a native Windows utility. This has been significantly improved in SFU, while also adding support for calling executable programs without having to add on their extensions from within ksh. This feature has greatly increased its ease of use, since the NTFS file system will maintain case but is functionally case insensitive for Windows executables.

The version of Interix included in SFU includes full integration with NFS, supporting mount syntax, NFS file system traversal, and user name mapping from within the Interix subsystem.

Summary

SFU 3.5 builds on the solid base of cross-platform compatibility tools provided in earlier versions and extends them to create a rich UNIX application development and execution environment. SFU 3.5 allows enterprises to easily migrate existing UNIX programs and scripts to run on Windows.  
For More Information

Please see the Windows Services for UNIX Web site at http://www.microsoft.com/windows/sfu/default.asp. 
The Microsoft Services for UNIX newsgroup provides an excellent resource for support, suggestions, and general conversation with SFU users, enthusiasts and developers. 

news://msnews.microsoft.com/microsoft.public.servicesforunix.general 
Developer resources for those migrating applications to Windows and an excellent tools warehouse of Open Source applications and tools compiled for Services for UNIX can be found at the Interop Systems, Inc. site. 
http://www.interopsystems.com/tools 
